
Introduction

• Background - Historical context and evolution of protection relays and settings 
management

• Common protection settings management methods

• A ‘wish list’ for a modern Protection Settings Management System (PSMS)
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Background – Where have we come from?

• First relays were electromechanical (mechanical contact driven by action from 
current through a winding)

• Superseded firstly by static relays (protection functionality controlled by 
analog electronics)

• Most modern relays are ‘numerical’
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Current practice - settings management

• Utilities generally manage protection relay settings with a combination system 
including:

– Paper based settings sheets

– Spreadsheets

– File servers and databases

• These systems have increased in complexity with the relays
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• Gradual evolution
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Settings management by spreadsheet

Disadvantages
• Non integrated

• Data integrity

• No user rights management

• Lack of auditing

Advantages
• It ‘just works’ (saved by the 

engineer)

• Spreadsheets ubiquitous

• Powerful ‘fast’ search features

Australia
AP B5 

SEAPAC 2009

• Lack of auditing

• No common data format

• Large administration overhead

• Challenges for remote access

• Difficulty replicating the ‘business 
lifecycle’
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• Powerful ‘fast’ search features

• Flexibility



Example – managing data integrity

• A spreadsheet management system records the active relay functionality 
(definite time over-current) in simple text field.

• Question: How is this information stored in the spreadsheet?

– O/C, OC(DT), Over-current, Definite time over-current, I>>, 50

• A spreadsheets free text fields mean that users are free to enter any value 
that makes sense to them
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that makes sense to them

• This leads to data inconsistencies and confusion

• Result – time and money is wasted

• Worst case - A failure to operate puts lives at risk
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The solution! – A modern PSMS

• Requirements:

– Settings repository (independent format)

– Remote access (web based)

– Flexible user management and auditing

– Implementation of the business lifecycle

– Powerful reporting and search

– Automatic storage of important documents such as relay manuals, test 
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– Automatic storage of important documents such as relay manuals, test 
reports and historical records

– Links to an advanced analysis tool
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Data repository – A common data format

• Storage of the settings 
in an independent 
format allows display of 
the relay settings in a 
common interface

• Settings changes can be 
easily tracked and 
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easily tracked and 
audited
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User management and remote access

• Remote access is a fundamental requirement of the modern workplace

• Solution - web based software and offline modes

• A modern system must have configurable user rights

• Configurable user access, read only, write etc
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Implementation of the business lifecycle

Planning

Applied
Issued

Pending
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Reporting and searching

• A move to an integrated PSMS should not sacrifice existing search capabilities 
of spreadsheets

• A flexible reporting and searching environment is required
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• Manuals, test reports and settings calculation documents should be easily 
accessible and stored in the PSMS

Data repository
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• Automatic linking to a power system analysis tool allows for easy settings 
design

• Protection settings verification is only a click away

Linking to the analysis tool
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Conclusion

• The increasing complexity of numerical protection relays is leading to great 
difficulty for protection settings management

• Poor settings management risks lives

• A modern PSMS allows for integration of existing spreadsheets, paper trails 
and file systems into a single database
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• Such a tool will save a utility time, money and reduce the risk of protection 
mis-operation
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