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Introduction

Background - Historical context and evolution of protection relays and settings
management

Common protection settings management methods

A ‘wish list’ for a modern Protection Settings Management System (PSMS)
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Background — Where have we come from? =

First relays were electromechanical (mechanical contact driven by action from
current through a winding)

Superseded firstly by static relays (protection functionality controlled by
analog electronics)

Most modern relays are ‘numerical’
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Current practice - settings management =

Utilities generally manage protection relay settings with a combination system
including:

— Paper based settings sheets
— Spreadsheets
— File servers and databases

These systems have increased in complexity with the relays

Gradual evolution
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Settings management by spreadsheet 2

Advantages

o It ‘just works’ (saved by the
engineer)

e Spreadsheets ubiquitous
e Powerful ‘fast’ search features
o Flexibility

Disadvantages

e Non integrated

e Data integrity

e No user rights management

e Lack of auditing

e No common data format

e Large administration overhead
e (Challenges for remote access

o Difficulty replicating the ‘business
lifecycle’
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Example — managing data integrity =

A spreadsheet management system records the active relay functionality
(definite time over-current) in simple text field.

Question: How is this information stored in the spreadsheet?
— O/C, OC(DT), Over-current, Definite time over-current, I>>, 50

A spreadsheets free text fields mean that users are free to enter any value
that makes sense to them

This leads to data inconsistencies and confusion
Result — time and money is wasted

Worst case - A failure to operate puts lives at risk
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The solution! — A modern PSMS

e Requirements:
— Settings repository (independent format)
— Remote access (web based)
— Flexible user management and auditing
— Implementation of the business lifecycle
— Powerful reporting and search

— Automatic storage of important documents such as relay manuals, test
reports and historical records

— Links to an advanced analysis tool
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Data repository — A common data format

Settings actions
Mame Default Edit... Export...
. Device type SEL-551 Change status... Import,..
e Storage of the settings s iy o
- . Description Compare to another device... | [Report] Settings alternative...
I n a n I n d e pe n d e nt Lazt change 60652008 11:45:00 AM [Administrator]

Woltage Level k] 1]

format allows display of e
th e re I ay Setti n g S i n a n L | P | T | R | Settings documents Additional documents | Hotes | Links | Audit trail
CO m m O n I n te rfa Ce Attribute pescnption Value Range Unit Assigned

Indentifier Labels

RICr Relay |dentifiar DEMC 12 chars Ird

® Setti ng S Cha nges Ca n be TID Terminal |dentifier HELLO 12 chars F

Current Transformer Ratios

eaS”y traCked and CTR Phase (I4, I, IC) Current Transformer Ratio 120 |1-6000 =

CTRM Meutral {IM) Current Transformer Ratio 120 1-6000 Ird

a u d ited Minimum Trip Duration Timer

nnnnnn e o = p— B

Setting ‘ Additional documents | Hotes | Links m
I

Changed item From To =

Changed on [Thursday, 31 July 2008 3:06:26 PM] by [Brad] ¥

Lifecycle status Thiursday, 31 July 2008 2:06:20 PM Planning Pending =

Changed on [Thursday, 31 July 2008 3:06:45 PM] by [Brad] =

Setting €S 40 35 "

Setting TS 0.13 0.15

Changed on [Thursday, 31 July 2008 3:06:51 PM] by [Brad] re

Lifecycle status Thursday, 31 July 2005 3:06:49 PM [% Pending Izzued '

Changed on [Thursday, 31 July 2008 3:06:54 PM] by [Brad] stralia

Lifecycle status Thursday, 31 July 2008 3:06:52 PM |zsued Applied PBS
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User management and remote access =
e Remote access is a fundamental requirement of the modern workplace
e Solution - web based software and offline modes
e A modern system must have configurable user rights
e Configurable user access, read only, write etc
S AT Wi EE T e NG
Start StationWare
% Administration = Qra Users and user groups
..l.\ct-ions =
Create user or group...
Create user or group as member...
Delete...
Users and user groups Group: Designers !
:‘xi;s:;t::tm Details m Administrative rights | Members | A
= W I;)_gsigners | -H..;me Descr!.;:_rii-o.n ReadWr:ﬂe ii-o-ne.imﬁ'f.ec.t-iue. t
— @ Frad PSMS_DEVICE Devices el [y & |wirite
1=/ g Everyone 1 1 | | | 1 )
g Admindstrator Pais_DOCUMERT Documents & oy ™ |Wirite
g g;;iom jPSMS_GROUP .jSettings 2roups and values i [ & iWrite
e Erad .PSMS_LINK .Links | 3 | iy | (" _Write | |
0 F'_'qu PSME_LOCATION Lozations ) e  |erite ‘gl e
g:?; .PSMS:OFFLINE .Ofﬂine transfer authorization . (‘ . &) | i+ -None . .
+ @jMaint_WR lPSMS”_SETTINGSST.ﬂ.TUS ”Settings status ' ‘g ' o ' o [write il A ustralla
@ @ asers) :S_IALL ;Administrathre super user right (@ ) " ;None AP BS
Submit | . A PAC 2009
Nerzion: 3,504 (10007 FZ0088 ] 8
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StationWara

@ Stationare top
= level

Substation: Flemington Zane
* B :

Settings
Tame
Dewice type
Status

Description Compare to anothe

Last change
Woltage Lewvel kW]
Globalkote

| Attribute |

dentifier Labels

Change settings status from [Planning] to ...

|riD | Relay Identit

T .Tarmmal Ide o pending
urrent Transformer R & Applied and dccepted

TR Phaze (l4, IE c PouerFactory

| | Status change dat - =
CTRM Mewtral (M) atus changs date |34 107 2008 3:42: 75 Ph =

imun Trip Duration

i TOURD | Minimum Trif
= : ~ Reason

| Phase Instant o

Pickup
Pickup

Pickup

mpickup [ | Change | ‘ -D\ UStr al I a

I-DPSP “:Pickup il = AP BS

‘ Done

| 50PEP |Pickup T I E | APAC 2009

gle-Phase Instantaneous Overcurrent Elements 504, 508, 50C

| BOABCP IF‘ic:kun | OFF I0.1-80‘0:0FF:1000000 A | &
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Reporting and searching =

e A move to an integrated PSMS should not sacrifice existing search capabilities
of spreadsheets

e A flexible reporting and searching environment is required

e
B Edt Vew Hsory Bookmerks Took Help
@ G 0 o [ 01 hemihiecahostipsmsireporting.aspx - internat F
T Nevieator @) Help =) Chaneepassword [ Loz off SILEN g 4]
o
StationWare
Reports
Name 1l Description
|5imple incation izt Creates alist of 2l lcations, You can aptionally specify an base location
Simple settines report Reports all the settings parameters belonging to this settings recard i
[settings atematie [snews the settings parsmeters n (ideal for
Settings chanzes 4 comparisan between the current parameter values and thase being appied
Simple device report Shows the devices and lsts the settings records related ]
Device detals alternative Alternatively its the detals of a certain device
idvanced Search Provides a report closely like the advanced search
Flexibl repart Report based on user defined script t2xt
Devices on a certain fevel Devices on a certain level
|overai status report I3 the of the devices and locations i
Historic search Lists the items according ko the timestamp specified
sudit trail report Lists aucit trail entries within a certain location and time span
Devices i use Lists devices accarding to a devics typs ]
Templates in use Lists templates aceording to  template type
Device type usage count Shaws the usazs caunt af & certain device typ
Device type usage grouped by location type Shows all instances of a given device type. The resut is grouped by 4 location type.
|Usage of tempistes sneows the usage count of s tempists types
Settings maintenance information Lists the actions done on the settines recards of a device i
Changes within a location Lists the changes done an abjects within a location
Lifecycle changss Shows the lfecyele changes within a location accarding a specified time period
Settings andifecycle Shows ssttings socording to 5 ffecyck phass ]
Settings by additional attrinutes Lists settings by 2 certain additional attrinute valus
e entries Shows entries that got inserted during a tine span specified
|changza entries snews entries that gt changed during  time span specified )
|additional documents Shows the additional documents added to objects / A u g r al I a
Locks st |shows lacked objects i
Al users with their group relation Shows the users, their properties and group relation A P B 5
| remporary i clesn report |Deletes temporary fies {that gat created due to impart, expart and reparting)
T SEAPAC 2009
Users Brad
|
_creats SimpleL ocatianList 7
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Data repository

SILEN

Manuals, test reports and settings calculation documents should be easily
accessible and stored in the PSMS

TN E "lr 5
Reports Hlstury Administration

- Stationware top lewel = 5] Region: Melbourne = E b

Device [Relay]

Mame

Description

Type
Manufacturer
Lazt change
Manual

Violtage Lewel kW]
GlobalMote
Owerall Status
Mext Test Due

Test Frequency [Months)

k|

SEL-351
SEL
60652008 12:11:3

Settings miszing

10170001 1Z:00:

ar5 Device Function Mumber EOFRSET T
Compare Additional documents Hot
Hame Description
Default 6/06/2008 1

s

=] W | SEL-351 Distribution and Transmission Relay

[E]

@ ! =]
O -1 sl L =
o_oI-E‘ - :::::!:: ﬁ:cﬁ&m. OVERCURRENT RELAY
Sossmer o b A ¥ 0 EW&%Y

|:] SELomc® CONTROL EQUATIONS

E.m SCHWEITZER ENGINEERING LABORATORES
B B O SRR =] ——ttr AL .0

Directional Overcurrent Relay, Reclosing Relay, Fault Locator

Data Sheet

s ‘pitage orload-encroachment control of the four phase time-overcurrent elements for load security.
* Sixlevels of phase, neg-seq. neutral and residusl ove
s Phase and ground directional elements for sersitive

rcurrent elements for coordinated protection

sre fault detection:

1 it for system conditions
s Communicat |on“1pp|n,a.h5r'1='log| for rapid fault clearing.
+ Programmable four-shot recloser withsynch-check matches your reclosing practice

« Phase and sequence under- and overvoltage elements increase control scheme flexibility.

s Sixsteps of accurate freguency elements for multilevel under- and overfreguency trip and control
s Eventandsegquence-of-event reports simplify fault and system disturbance analysis.

s Breaksr monitor, which uses breaker manufacturer's published data for maintenance scheduling.
s Optional high-current interrupting contacts increase reliability by eliminatingauxiliary mlays

= Substation battery voltage level feature monitors andreports dovoltage levels.

U=zeft
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Linking to the analysis tool

e Automatic linking to a power system analysis tool allows for easy settings
design
e Protection settings verification is only a click away
o] §
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Conclusion

The increasing complexity of numerical protection relays is leading to great
difficulty for protection settings management

Poor settings management risks lives

A modern PSMS allows for integration of existing spreadsheets, paper trails
and file systems into a single database

Such a tool will save a utility time, money and reduce the risk of protection
mis-operation
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